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3apeructpupoBano B Muntocte Poccun 14 mas 2013 r. N 28375

OENEPAJIbHASA CITYXBA NO TEXHUYECKOMY U SKCMOPTHOMY KOHTPOIJIIO

NMPUKA3
ot 18 cheBpansa 2013 r. N 21

Ob YTBEPXOEHWUN COCTABA U COAEPXAHUA
OPIrAHU3AUUNOHHBLIX U TEXHUYECKUX MEP NO OBECIMNEYEHUIO
BE3OMACHOCTU NEPCOHAJIbHbIX AAHHbBIX NMPU UX OBPABOTKE
B UH®OPMALIMOHHbIX CUCTEMAX NMEPCOHAJIbHbIX AAHHbIX

CHHcoK N3MEHSIOINX JTOKYMEHTOB
(8 pen. ITpukazo ®CTIK Poccum ot 23.03.2017 N 49,
ot 14.05.2020 N 68)

B cootBercTBHM ¢ yacThio 4 ctatbu 19 denepanbHoro 3akona ot 27 urons 2006 r. N 152-03 "O
nepcoHanbHbIX HaHHBIX" (CoOpanue 3akoHomarenscTBa Poccuiickoit denepanuu, 2006, N 31, cr. 3451;
2009, N 48, ct. 5716; N 52, ct. 6439; 2010, N 27, ct. 3407; N 31, cT. 4173, c1. 4196; N 49, ct. 6409;
2011, N 23, ct. 3263; N 31, cr. 4701) u Ilonoxennem o DenepanbHON CIIy)K0€ MO TEXHUYCCKOMY H
AKCIOPTHOMY KOHTPOJIIO, YTBEpKIeHHbIM YKa3zoM lIpe3unenta Poccuiickoit @enepanuu ot 16 aBrycra
2004 r. N 1085 (Cobpanue 3akonoaarensctsa Poccuiickoit ®enepanuu, 2004, N 34, ct. 3541; 2006, N
49, ct. 5192; 2008, N 43, cT. 4921; N 47, cT. 5431; 2012, N 7, cT. 818), npuka3biBaro:

1. VtBepauth npunaraemble CocTaB M COJIEp)KaHWE OPraHU3ALMOHHBIX U TEXHUYECKHUX MeEp IO
obecrieyeHHno 6e30I1aCHOCTH MEPCOHAIBHBIX JaHHBIX MPU UX 00pabOTKe B MH()POPMALIMOHHBIX CUCTEMaxX
[IEPCOHAJIbHBIX JTAHHBIX.

2. llpusnate yrpatuBmuMm cuny npukaz3 ®CTIOK Poccum ot 5 deBpans 2010 r. N 58 "OO6
yrBepxkaeHun [lonoxenus o MeToax u crnocodax 3amuTel HHGOPMAIMU B HHOOPMALIMOHHBIX CUCTEMAX

MePCOHAIBHBIX JaHHBIX" (3apeructpupoBan MuntoctoM Poccun 19 deBpans 2010 r., peructpalidoOHHBIN
N 16456).

Jupexrop

denepanabHOI CIyXObl IO TEXHUYECKOMY
1 DKCIIOPTHOMY KOHTPOJIIO

B.CEJIMH

YTBepKIECHBI
npukazom ®CTIOK Poccun
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ot 18 ¢eBpanst 2013 r. N 21

COCTAB U COOAEP>XXAHUE
OPITAHU3AUUNOHHBLIX U TEXHUYECKUX MEP NO OBECIMNEYEHUIO
BE3OMACHOCTU NEPCOHAJIbHbLIX AAHHBIX NMPU UX OBPABOTKE
B UH®OPMALIMOHHbIX CUCTEMAX NMEPCOHAJIbHbIX AAHHbIX

CruCcoK NU3MEHSIOUINX JIOKyMEHTOB
(8 pex. [IpukazoB @®CTIK Poccum ot 23.03.2017 N 49,
ot 14.05.2020 N 68)

l. O6wme nonoxeHuns

1. Hacrosiiuii JOKyMeHT pa3paboTaH B COOTBETCTBUU € 4acThio 4 ctathu 19 denepanbHOro 3aKkoHa
ot 27 urons 2006 r. N 152-@3 "O nepconanbHbix AaHHBIX" (CoOpaHue 3akoHoAaTenbeTBa Poccuiickoit
®enepanun, 2006, N 31, ct. 3451; 2009, N 48, cT. 5716; N 52, ct. 6439; 2010, N 27, ct. 3407; N 31, cr.
4173, ct. 4196; N 49, c1. 6409; 2011, N 23, ct. 3263; N 31, ct. 4701) u ycTaHaBnIMBaeT COCTaB U
COJIep’)KaHHWE OPraHM3allMOHHBIX M TEXHHUYECKHX Mep IO O0ECHeueHHI0 OE30MacHOCTH MepCOHANIbHBIX
JAHHBIX MPH MX 00paboTKe B MH(OPMALMOHHBIX CHUCTEMaxX MEPCOHANBHBIX JaHHBIX (Jajiee - Mephl 10
oOecrieyeHn0 0€30MacHOCTH IEPCOHANBHBIX JAHHBIX) JUIS KaXJIOr0 M3 YpPOBHEH 3allUIIEHHOCTH
NEPCOHAJIBHBIX JAaHHBIX, YCTAHOBJICHHBIX B TpeOOBaHMAX K 3alIUTE MEPCOHAIBHBIX JaHHBIX MPU HUX
0o0paboTke B MH(OPMAIIMOHHBIX CHCTEMax IMEPCOHAIBbHBIX IaHHBIX, YTBEPXKICHHBIX MOCTAHOBICHHEM
[TpaButensctBa Poccuiickoit @eneparyu ot 1 HOAGps 2012 r. N 1119 (Cobpanue 3akoHOIATENBCTBA
Poccuiickoit ®eneparuu, 2012, N 45, ct. 6257).

MCpLI o oOecreuyeHuo 0e30ImacCHOCTH NEPCOHAJIBHBIX JaHHBIX MTPHUHUMAKOTCA IJId 3allWUThI
NEPCOHAJIBHBIX OAaHHBIX OT HEIIPABOMEPHOTO HIIN C.]'Iy‘-IElﬁHOFO A0CTyIIa K HHUM, YHHYTOXKCHMHA,
HU3MCHCHUA, 6HOKI/IpOBaHI/IH, KOIMUPOBAHUA, IPCAOCTABIICHHUA, PACIIPOCTPAaHCHHA IMCPCOHAJIBHBIX NaHHBIX,
a TaKKC OT MHBIX HCIIPaBOMEPHBIX I[CﬁCTBPIfI B OTHOHICHWH IIEPCOHAIIBHBIX JAaHHBIX.

B mHacrosimemM JOKyMEHTE HE pacCcMaTpUBAIOTCS BOMPOCHI  oOecredyeHus: O0e30MacHOCTH
MEPCOHATBHBIX JAHHBIX, OTHECEHHBIX B YCTAHOBIICHHOM TMOPSAKE K CBEJIEHHSIM, COCTABISIONIAM
rOCYyJapCTBEHHYIO TaiiHy, a TakXe Mepbl, CBS3aHHBIE C TPUMEHEHHEM IIU(POBAIBHBIX
(kpunTorpaduuecKux) CPEeICTB 3aITUTHI HHPOPMAIIUH.

2. be3onacHOCTb NEpPCOHAJBHBIX JAaHHBIX NpPU HMX 00paboTke B HMHMOPMAIMOHHOW CHCTEME
MePCOHANBHBIX JaHHBIX (7anee - WHOOpPMAIMOHHAS CHCTEMa) OOEeCreYrMBaeT OmepaTop WU JIHUIO,
ocymecTBisitoniee 00pabOTKy MEepPCOHANBHBIX JAaHHBIX IO MOPYYEHHIO ONepaTopa B COOTBETCTBHH C
3aKoHoJiaTesbcTBOM Poccuiickoit denepanmu.

Jns BeIMONHEHUs paboT 1o ofecrneyeHHIo O€30MacHOCTH IMEPCOHATBHBIX JAaHHBIX TMPH X
00paboTke B MHPOPMAIIMOHHOW CHCTEME B COOTBETCTBUH C 3aKOHOAATeNLCTBOM Poccuiickoit denepanun
MOTYT TPHUBICKAaTbCS HAa JIOTOBOPHOH OCHOBE IOPHIMYECKOE JIMIO WM HHIUBUAYaJTbHBIN
NpeANPUHUMATEIh, UIMEIOIIUE JTMIIEH3UIO Ha IeATEIbHOCTD 10 TEXHUYECKON 3alnTe KOHPHUICHINATBHOM
uHpOpMaLIUH.

3. MepBI 10 00eCIeUYeHHI0 OC30IMacHOCTH NEPCOHAJIBHBIX JAaHHBIX PCATIU3YIKOTCA B PAMKaX CHCTCMbI
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3alMTHl TIEPCOHAJBHBIX JAHHBIX, CO34aBa€MOl B COOTBETCTBMM C TpebOoBaHMAMM K 3alUTe
NEPCOHAJBHBIX JAHHBIX NpPU MX 00paboTKe B MH(MOPMALMOHHBIX CHCTEMaxX NEPCOHAJIBHBIX JAHHBIX,
yTBEpKICHHBIMH TIocTaHoBieHueM [IpaButensctBa Poccuiickoit @enepanyu ot 1 HOstOpst 2012 1. N
1119, 1 nomkHBI OBITH HANPABJIEHbBI HA HEUTPATU3ALUIO AKTYAJIBHBIX YTPO3 0€3011aCHOCTH NEPCOHAIBHBIX
JaHHBIX.

4. Mepbl no obecrnieuyeHHIO 0€30MaCHOCTH NEPCOHANBHBIX JAHHBIX PEATM3YIOTCS B TOM 4YHCIE
MOCPEICTBOM IPUMEHEHHUSI B HH()OPMAIIMOHHON CHCTEME CPEACTB 3aIIUTHl MHPOPMAILINH, MTPOMICIIINX B
YCTQHOBJICHHOM IMOpPSAKE HPOLEIypy OLEHKHM COOTBETCTBHUS, B CIydasX, KOTrJa NPUMEHEHHE TaKHX
CpeACTB HEOOXOAUMO Il HEUTpaTM3aIiK aKTyaIbHBIX YIp03 0€30MaCHOCTH MEPCOHANBHBIX TaHHBIX.

Koncynsrantlntoc: npumedanue.
Hymepanusi myHKTOB JJaHa B COOTBETCTBUU C OQHUIIUATBHBIM TEKCTOM JIOKYMEHTA.

6. Ouenka 3 ¢GEeKTUBHOCTH pPEaTU30BaHHBIX B paMKaX CHUCTEMBI 3alIUTHI MEPCOHAIBHBIX JAaHHBIX
Mep 1o o0ecreyeHnI0 Oe30MaCHOCTH NEePCOHAIBHBIX JaHHBIX ITPOBOJUTCS OMEPATOPOM CaMOCTOSITEIHHO
WIA C TPHUBICYCHHEM Ha JOTOBOPHOW OCHOBE IOPHIMYECKHX JIUI W  HWHIUBUAYAIBHBIX
IpeJIpuHUMAaTeNe, UMEIOIIMX JHMIEH3UI0 Ha OCYIIECTBICHNUE NEATENbHOCTH MO TEXHUUYECKOW 3aliuTe
KOH(UACHIMaIbHON nHpOopMauy. YKa3aHHas OLIEHKA IPOBOJIUTCS HE pexe OJHOro pasa B 3 roja.

7. Mepsl mo ob0ecrneyeHHI0 O€30MaCHOCTH NEepPCOHAJbHBIX JAHHBIX MNpH HX 00paboTke B
roCy/IapCTBEHHBIX HH()OPMAIIMOHHBIX CHCTEMax NPUHUMAIOTCS B COOTBETCTBHU C TPEOOBAHUAMU O
3amTe  MH(QOpPMAaLWH, CcoJepKalledcss B TOCYJapCTBEHHBIX  MH(POPMALMOHHBIX  CHCTEMaXx,
yctanaBinuBaeMbiMu @CTOK Poccun B nipeniesiax CBOUX MOJTHOMOYHI B COOTBETCTBUHU C YACThIO 5 CTaThU
16 ®enepanpHoro 3akona ot 27 wutons 2006 r. N 149-®3 "OO6 wundopmaruu, MHGOPMALMOHHBIX
TexHOJIOTHsAX U 0 3ammute uHpopmanuu" (CoOpanue 3akoHomateascTBa Poccuiickoit deneparuu, 2006,
N 31, cT. 3448; 2010, N 31, c1. 4196; 2011, N 15, ct1. 2038; N 30, ct. 4600; 2012, N 31, cT. 4328).

Il. CocTaB u copepxxaHue mep no obecneyeHno 6e3onacHOCTU
nepcoHanbHbIX AaHHbIX

8. B cocraB mep 1o obecrieyeHH0 0€30MacHOCTH MEPCOHATBHBIX JIAaHHBIX, PEAU3YEMBIX B paMKax
CUCTEMBI 3allIUThl MEPCOHAIBHBIX JAHHBIX C YYETOM aKTYaJIbHBIX YTrpo3 0€30MacHOCTH MEPCOHATBHBIX
JaHHBIX U MIPUMEHSIEMbIX HH(POPMAIIMOHHBIX TEXHOJOTUH, BXO/SIT:

UICHTUPUKAIMA U ayTeHTUPHUKAIH CYOBEKTOB JOCTYNa U 00BEKTOB AOCTYIIA;
yIIpaBJIE€HUE JOCTYIIOM CyOBEKTOB JOCTYIA K 00BbEKTaM JAOCTYIIA;
OTpaHUYEHHUE MPOTPAMMHOM CpPEJIbI;

3alllMTa MAIIMHHBIX HOCHUTENeH HMH(OpMalMM, Ha KOTOPBIX XpaHsTca W (WiM) oOpabdaThIBaroOTCs
MepCOHANIbHBIC JaHHBIC (Jajee - MAITUHHBIE HOCUTEU IEPCOHANIBHBIX JJAHHBIX);

peructpanus coobITui 0€30MaCHOCTH;

AHTUBUPYCHAs 3aI1INUTA;
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oOHapyxeHHe (IIPel0TBPALLEHUE) BTOPKEHUI;

KOHTPOJIb (aHAJIM3) 3aIIUIIEHHOCTH IEPCOHAIBHBIX JaHHBIX;

o0ecrieueHne 1eIOCTHOCTH HH()OPMAITMOHHON CHCTEMBI M IEPCOHANIBHBIX JaHHBIX;
obecrieueHne JOCTyITHOCTH TIEPCOHAIBHBIX TaHHbIX;

3alliTa Cpelbl BUPTyaIu3alliy;

3alMTa TEXHUYECKUX CPEJCTB;

3ammTa THPOPMALIMOHHON CUCTEMBI, €€ CPEJICTB, CUCTEM CBS3H U Tepeiayn JaHHBIX;

BBISIBJICHHE WMHIMJIEHTOB (OJHOTO COOBITUS WJIM TPYNIBl COOBITHIT), KOTOpblE MOTYT NPHUBECTU K
cOOsSIM WM HapyLIEHUIO0 (PYHKIMOHHPOBAHUS HMH(OPMALMOHHOW CUCTEMBI U (WIM) K BO3HUKHOBEHHIO
yrpo3 6€30MacHOCTH NEPCOHATIBHBIX JAHHBIX (Jajiee - MHIUICHTHI), U pearupoBaHKUe HA HUX;

ynpaBjieHHe KoHpurypanueil MHQOPMAIMOHHOW CUCTEMBI M CHCTEMbI 3alllUThl MEPCOHATbHBIX
JAHHBIX.

CocraB u coziepKaHue Mep M0 00ECTIEYCHUIO 0€30MMaCHOCTH MTEPCOHABHBIX JTAHHBIX, HEOOXOIUMBIX
Ui o0eCmeveHHs KaXKJIOTO W3 YPOBHEH 3alllUIIEHHOCTH TEePCOHANBHBIX JAaHHBIX, MPUBEACHBI B
MMPUITOKCHUHN K HACTOAIICEMY JOKYMCHTY.

8.1. Mepsl 1o uIeHTH(PUKALUU U ayTEeHTU(UKAUH CYOBEKTOB JIOCTyNa W OOBEKTOB JOCTYIA
JOJDKHBI  O0ecTieYrBaTh TPHUCBOSHHE CYOBEKTaM M O0BEKTaM JOCTyNa YHHKAJIBHOTO MpPHU3HAKA
(unenTuduUKaTopa), CpaBHEHHE MPEIBIBISIEMOr0 CYObeKTOM (0OBEKTOM) AocTyma uAeHTUdukaTopa c
MepeyHeM MPUCBOCHHBIX MJIEHTU(HUKATOPOB, a TAKXKE MPOBEPKY MPUHAIIEHKHOCTH CYOBEKTY (0OBEKTY)
JOCTYyIa MPEIbIBICHHOT0 UM HeHTU(HKaTOpa (ITOATBEPHKIAECHUE MTOITUHHOCTH).

8.2. Mepbl 1O YNpaBIEHUIO JOCTYIIOM CYOBEKTOB JOCTyNa K OOBEKTaM JIOCTYyMa IOJKHBI
obecrieynBaTh yIpaBlIeHHE NMpaBaMU M MPUBUIETUSMH CYOBEKTOB JOCTYMA, pa3TpaHUYCHHE JIOCTYIIa
CyOBEKTOB JI0CTYIAa K 00BEKTaM JOCTYIAa Ha OCHOBE COBOKYITHOCTH YCTaHOBJICHHBIX B MH(OpPMaIIMOHHOM
CUCTeME MpaBWJI pa3rpaHUYCHHs JOCTyMa, a TaKkKe 00ecleuynBaTh KOHTPOIhL 3a COOJIOACHHEM DSTHX
MpaBUIL

8.3. Mepbl 10 OrpaHUYEHHUIO MPOTrPAaMMHON Cpebl JOJDKHBI O0ecleyrBaTh YCTAHOBKY U (WIIN)
3alyCK TOJBKO PA3PEIIeHHOT0 K HWCIOJNB30BAHUIO B HWH()OPMAIMOHHOW CHCTEME IPOrPaMMHOIO
oOecrieyeHUsT WM HUCKJII0YaTh BO3MOXKHOCTh YCTAaHOBKM W (WJIM) 3alycka 3alpemeHHOTo K
UCTIOJIF30BAHUIO B MH(GOPMAIIMOHHOW CHCTEME IPOTPAaMMHOT0 00ECIICUCHHSI.

8.4. Mepbl 1m0 3amuTe MAIIMHHBIX HOCHUTENICH MEPCOHATBHBIX JaHHBIX (CPEICTB 0O0pabOTKU
(XpaHeHUs) NEPCOHANBHBIX JTaHHBIX, ChEMHBIX MAIIMHHBIX HOCUTENIEH MEPCOHANBHBIX JaHHBIX) JOJIKHbI
UCKJIIOYaTh BO3MOKHOCTh HECAHKIIMOHUPOBAHHOTO JJOCTYNA K MAIIMHHBIM HOCUTENSM U XPAHSIIUMCS Ha
HUX TEPCOHAIbHBIM JAHHBIM, a TaKXe HECAHKIMOHMPOBAHHOE MCIIOJIb30BAaHHE CHEMHBIX MAIIMHHBIX
HOCHTEJIEHN MEPCOHAIbHBIX 1aHHBIX.

8.5. Mepbl 1o peructpanuu COOBITHI 0€30MacHOCTH JOJDKHBI O0ecreduBaTh COOp, 3aluCh,
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XpaHeHHEe M 3aIuTy WH(OpMAIMH O COOBITHUAX 0€30MacHOCTH B MH(MOPMAIMOHHON CHCTEME, a TaKKe
BO3MOXKHOCTh ITPOCMOTPA U aHAIN3a HHPOPMALIUH O TAKMX COOBITUSX M pPearnpoBaHUe HA HUX.

8.6. Mepbl 10 aHTUBUPYCHOH 3amIMTe MOJDKHBI 0OecrednBaTh OOHAapy)XeHHE B MH(OPMAIMOHHON
CHCTeME KOMITBIOTEPHBIX MPOrpamMM JIMO0 MHOW KOMIIBIOTEPHOH MH(OpMaIMu, NMpegHa3sHAaYeHHOH Ui
HECAHKIIMOHMPOBAHHOTO YHUYTOXKEHHsI, OJOKMPOBaHUS, MOIU(MUKAIINK, KOMUPOBAHKS KOMITBIOTEPHOMH
uHpOpMalMKM WM HEWTpajdu3aluk CPeACTB 3alIUTHl WHPOpPMAIMM, a TaKKe pearupoBaHHE Ha
OoOHapyKeHHEe ATUX MPOrpaMM B HHPOPMALIUH.

8.7. Mepsl 1o oOHapyxeHUIO (IPEIOTBpPALICHUIO) BTOPKEHUH JOKHBI OOECIednBaTh
oOHapyXeHHe JIeWcTBU B WH(POPMAIMOHHONW CHUCTEME, HANpPAaBICHHBIX HA HECAHKIIMOHWPOBAHHBIN
JocTynl K uWHGMOpMalnMy, CcroelnuanbHble BO3ACHCTBUS HAa HWHGOPMALMOHHYIO CUCTEMY U (WIJIH)
MEPCOHAJIbHBIC JIAHHBIE B IESAX JOOBIBAHUS, YHUUYTOXKEHHUS, UCKAXKEHUS M OJIOKUPOBAHMS IOCTYIa K
[IEPCOHAJIBHBIM JIAHHBIM, a TAK)KE€ pEarupoBaHKUE HA ITU AECHCTBUS.

8.8. Mepbl 0 KOHTPOITIO (aHAIM3Y) 3AIUIIEHHOCTH TIEPCOHANIBHBIX JIAHHBIX JIOJKHBI 00€CTICUnBATh
KOHTPOJIb YPOBHS 3alllMIIICHHOCTH MEPCOHANBHBIX JAaHHBIX, 00pabdaThiBaeMbIX B HH(DOpPMAIIMOHHOM
CHUCTEME, IMyTEM IMPOBCACHUA CUCTEMATHYCCKUX MGpOHpI/ISITI/Iﬁ 110 AHaJIN3y  3allUIICHHOCTHU
WH(GOPMALIMOHHOW CUCTEMBI U TECTHUPOBAHHMIO PaOOTOCTIOCOOHOCTH CHUCTEMBI 3aIllUTHl MEPCOHATBHBIX
JaHHBIX.

8.9. Mepsl no obecneueHIo 1eTOCTHOCTH MH()OPMAIMOHHONW CUCTEMBbI M MEPCOHANBHBIX JaHHBIX
JOJDKHBI  o0ecreunBaTh OOHapyKeHUE (AKTOB HECAHKIMOHHPOBAHHOTO HApyIIEHUS LEIOCTHOCTU
MH(POPMALIMOHHON CHCTEMBI U COJEpKAIlMXCsS B HEH NMEPCOHAJIBHBIX JAHHBIX, & TaKX€ BO3MOKHOCTh
BOCCTAHOBJICHUSI HHPOPMAIIMOHHOM CHUCTEMBI U COJEPKALINXCS B HEN MEPCOHANBHBIX TaHHBIX.

8.10. Mepsl 1Mo 0OOECHEUEHHIO JOCTYIIHOCTH IE€PCOHAIBHBIX JAaHHBIX JOJDKHBI 00ecrednBaTh
aBTOPHU30BAaHHBIN JIOCTYII TOJB30BATEICH, UMEIOIIUX MpaBa 1O JOCTYITY, K IEPCOHAIBHBIM JIaHHBIM,
cojepXamumcs B MHPOPMAIlMOHHOM  cucTeMe, B INTaTHOM peXuMe (QYHKIMOHUPOBAHUS
MH(GOPMaLIMOHHON CUCTEMBI.

8.11. Mepbl mo 3amurTe cpenbl BUPTyalIM3alUMM JIOJDKHBI HCKIIIOYATh HECAHKLIMOHMPOBAHHBIN
JIOCTYI K TIE€pPCOHAIbHBIM JIaHHBIM, 00pabaTblBa€MbIM B BHUPTYalbHOH HHQPACTPYKTYpe, U K
KOMIIOHEHTaM BUPTYaJIbHOH MH(PACTPYKTYphl U (MIIM) BO3JCHCTBHE HA HUX, B TOM YHCJE K CPEICTBAM
yIpaBJIEHUs] BUPTYaJIbHOW MH(PACTPYKTYypOil, MOHUTOPY BUPTYaJIbHBIX MAIlIUH (THIIEPBU30pPY), CHCTEME
XpaHeHMs IaHHBIX (BKJIIOYAsh CHCTEMY XpaHEHHs OOpa30B BHUPTYaJbHOH HH(QPACTPYKTypHl), CETH
nepefadyn JaHHbIX 4Yepe3 D3JEMEHThl BUPTYaldbHOM WM (u3ndeckol HHQPACTPYKTyphl, TOCTEBBIM
ONEpallMOHHBIM CHCTEMaM, BHUPTYaJbHbIM MalllMHAM (KOHTEHHEpaM), CUCTEME M CETH pPEIUIMKALNH,
TEPMUHAJIBHBIM W BHUPTYaJIbHBIM YCTPOWCTBAaM, a TaK)K€ CHUCTEME pE3epBHOIO KONMPOBAHUS U
CO371aBa€MbIM €10 KOIIHSM.

8.12. Mepsl 10 3a1IMTe TEXHUYECKUX CPEICTB JOJDKHBI UCKII0YaTh HECAHKIIMOHUPOBAHHBINA TOCTYII
K CTAallMOHAPHBIM TEXHUYECKUM CpEICTBaM, OO0padaThIBAIOIIMM IE€PCOHABHBIC JTaHHBIE, CPEICTBaM,
obecrieynBaroiUM (YHKIIMOHUPOBaHUE HMH(POPMALMOHHOM CUCTEMBI (Jajee - cpeicTBa OOecredyeHust
(yHKIIMOHUPOBAHUS ), U B IOMEIICHHUS, B KOTOPBIX OHU MOCTOSTHHO PACIIONIOKEHBI, 3aIIUTY TEXHUUECKUX
CPEICTB OT BHEIIHUX BO3ACHCTBMI, a TAK)KE 3aIUTy IEPCOHAIBHBIX JAHHBIX, IIPEICTABICHHBIX B BHJE
MH(POPMATHUBHBIX JIEKTPUUIECKUX CUTHAJIOB M (PH3UUECKUX TOJICH.
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8.13. MepsI o 3anmuTe HHPOPMAITMOHHOM CUCTEMBI, €€ CPEJICTB, CHCTEM CBSI3H U IepPeIauu JaHHBIX
JOJDKHBI  00ecreunBaTh 3alIUTy MEPCOHAJIBHBIX JAaHHBIX MPU B3aMMOJICHUCTBHH HWH(GOPMAIIMOHHON
CUCTEMBI WJIH €€ OT/CITBHBIX CETMEHTOB C WHBIMH MH()OPMAIMOHHBIMUA CHCTEMaMHU ¥ UHPOPMAIMOHHO-
TEJICKOMMYHUKAIIMOHHBIMH ~ CETSMU  TIOCPEJICTBOM TPUMEHEHHUSI apXUTEKTYphl HHGOPMAIIMOHHOMN
CUCTEMBl M TPOCKTHBIX PEIICHUH, HAMPaBICHHBIX Ha o0ecreuyeHrue Oe30MacHOCTH TEePCOHAIBHBIX
JTAHHBIX.

8.14. Mepbl 1O BBISBICHUIO HMHIWJICHTOB M pPEArupOBaHUI0O HA HHUX JIOJDKHBI OOEcCIeunBaTh
oOHapyKeHHe, UIEHTHU(PUKALNIO, aHAJIN3 UHIUIECHTOB B HHPOPMALIMOHHON CUCTEME, a TaKXkKe MPUHATUE
Mep 0 YCTPAHEHUIO U IIPEAYIPEKICHUIO HHIUICHTOB.

8.15. Mepsl no ympapiieHUt0 KoHuUrypamnuei uHGOPMAIMOHHONW CHCTEMbl U CHCTEMbI 3allUThI
MEPCOHANBHBIX  JAHHBIX  JIOJDKHBI ~ OOCCIICYMBATH  YIPABJICHWE W3MCHCHUSMU KOHQPUTYpaluu
WH(GOPMALIMOHHOW CHCTEMBI M CHUCTEMBbl 3alllUTHl MEPCOHANBHBIX JAaHHBIX, aHAIW3 MOTEHIHUAIHLHOTO
BO3JICUCTBUS TJIAHUPYEMBIX H3MEHEHHI Ha oOecrieueHrne 0€30MacHOCTH MEPCOHATBHBIX JAHHBIX, 4 TAKXKE
JOKYMEHTHUPOBAHHUE 3TUX U3MEHEHUII.

9. Bei6op mep mo obecrieueHno 0€30MacHOCTH MEPCOHATBHBIX JaHHBIX, MOJICKAIINUX peaTu3aIin
B MH(GOPMAIIMOHHON CUCTEME B paMKaxX CHCTEMBI 3aIlIUThl IEPCOHATBHBIX JAHHBIX, BKIIOYAET:

ompeneneHrue 0a30BOro Habopa Mep Mo oOecneYeHn0 0e30MacHOCTH MEePCOHATBHBIX JTAHHBIX JIJIS
YCTaHOBJICHHOTO YPOBHS 3alIUIIIEHHOCTH MEPCOHATIBHBIX IaHHBIX B COOTBETCTBUU C 6a30BbIMU HabOpamu
MECp IO oOecrieueHn0 0€30IaCHOCTH NEPCOHAJIBHBIX OJaHHBIX, HNPHUBCACHHBIMHU B IIPHUIIOKCHUU K
HACTOSIIEMY JJOKYMEHTY;

ajanTaiyio 0a30BOro Habopa Mep MO OO0EeCMeYeHUI0 OE€30MaCHOCTH IEePCOHATBHBIX JTAHHBIX C
YYETOM CTPYKTYPHO-()YHKIIHOHAJIBHBIX XapaKTEPUCTUK MH(OPMAIIMOHHON CHCTEMBbI, HH(POPMAITMOHHBIX
TEXHOJIOT U, 0COOEHHOCTEW PYHKINOHUPOBAHUS HH(DOPMAIIMIOHHOM CHCTEMBI (B TOM YHUCIIE UCKIIIOUEHHE
u3 0a3oBoro Habopa Mep, HEMOCPEACTBEHHO CBS3aHHBIX C HMH()OPMAIMOHHBIMU TEXHOJIOTUSMH, HE
UCIOJIb3YEMbIMU B nH(GOpPMalMOHHON CUCTEME, WIH CTPYKTYpHO-() YHKITHOHATEHBIMA
XapaKTEPUCTHKAMH, HE CBOMCTBCHHBIMU WH(POPMAIIHOHHOW CHCTEME);

YTOYHEHHE aJanTHpoBaHHOTO ©Oa3oBoro Habopa wMep 1Mo oOecredeHruto 0e30MacHOCTH
NEPpCOHAJIBHBIX HOAaHHBIX C YUYCTOM HC BBI6paHHBIX paHeC MCp, MPUBCACHHLIX B MPHIIOKCHUU K
HACTOSIIIEMY JOKYMEHTY, B PE3yJIbTaTe HYero OMPEACISIOTCS Mephl M0 OOECIICYCHUIO0 0e30MacHOCTH
NEPCOHAJIBHBIX NJAaHHBIX, HAIIPAaBJICHHLIC Ha HeﬁTpaﬂmaumo BCCX AKTYaAJIbHBIX YI'PO3 6C3OHaCHOCTI/I
MIEPCOHATBHBIX JAHHBIX JIJIsI KOHKPETHOW HHPOPMAIIMOHHOW CUCTEMBI,

TOTIOJTHEHUE YTOYHEHHOTO aJalTHPOBaHHOTO 0a3oBoro Habopa Mep 10 00OeCreueHHIo
0€30MacHOCTH MEPCOHANBHBIX JTAaHHBIX MEpaMH, 00ECIIeYHBAIOIIMMI BBIIIOJTHEHHE TPEOOBAHHUN K 3aIIUTE
NEPCOHAJIBHBIX JaHHBIX, YCTAHOBJICHHBIMW HWHBIMU HOPMATUBHBIMHU IIPABOBBIMH 4AKTaMHU B obnactu
obecrieueHnst 6€30MaCHOCTH EPCOHATBHBIX JAHHBIX U 3aIUTHI HHPOPMAIHH.

10. IIpy1 HEBO3MOXKHOCTH TEXHUYECKOH pea3aliy OTACIbHBIX BHIOPAHHBIX MEp M0 00ECTICUYCHHIO
0€30MacHOCTH NMEPCOHAIBHBIX JaHHBIX, a TAK)KE C YIETOM SKOHOMHUYECKOH 11e1eco00pa3HOCTH Ha dTanax
amanrtanuu 0azoBoro Habopa Mep W (WIM) YTOYHEHHUS aJalTHPOBaHHOTO 0a30BOro Habopa mMep MOTYT
pa3pabaThIBaThCsl MHBIE (KOMIICHCHPYIONIME) Mephl, HAIlpaBICHHbIE HAa HEUTPAIM3AlUIO aKTyaJIbHBIX
yrpo3 6€30MacHOCTH MEPCOHANIBHBIX JIAHHBIX.
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B stom ciaydae B xone pa3pabOTKM CHCTEMBI 3alWTHl MEPCOHAIBHBIX JTaHHBIX TOJDKHO OBIThH
MPOBEJIEHO OOOCHOBAaHME NPHUMEHEHHUS KOMIICHCHUPYIOIIMX Mep Al obecneueHuss 0e30macHOCTU
MEPCOHAJIBHBIX JAHHBIX.

11. B cinydae ompezeneHusi B COOTBETCTBUM ¢ TpeOOBaHMAMU K 3allUTE MEPCOHAIBHBIX MPU UX
o0paboTke B MH()OPMAIMOHHBIX CHCTEMaX MEPCOHATBHBIX JTAHHBIX, YTBEPKICHHBIMH MTOCTAHOBICHHEM
[IpaButensctBa Poccuiickoit @eneparuu ot 1 HosOpsa 2012 r. N 1119, B kauecTBe aKTyallbHBIX YIpo3
0€30MacCHOCTH MMEePCOHATBHBIX JAHHBIX 1-TO W 2-TO THIIOB JOMOJHHUTEIHLHO K MepaM 1O 00eCreYCHHIO
0€30MacHOCTH TMEepPCOHANBHBIX JaHHBIX, YKa3aHHBIM B IYHKTE€ & HACTOSILIEr0 JOKYMEHTa, MOTYT
MIPUMEHSATHCS CIICTYIOIINE MEPHI:

IIPOBEPKA CUCTEMHOIO U (WJIM) MPUKIATHOTO MPOrPAMMHOI0 00ECIICUEHHs, BKIIIOYask IIPOrPaMMHBIH
KOJ[, Ha OTCYTCTBHE HEICKIAPUPOBAHHBIX BO3MOXXHOCTEH C HCIIOJIb30BAHHEM aBTOMATHU3UPOBAHHBIX
cpencTB ¥ (Win) 6e3 UCTIOIb30BAaHUS TAKOBBIX;

TCCTUPOBAHHUC I/IH(l)OpMaHI/IOHHOI\/’I CHUCTCMbI Ha IPOHUKHOBCHUS ;

HCIIOJIB30BaHHC B I/IH(I)OpMaI_II/IOHHOI\/'I CHUCTEMEC CHUCTCMHOI'O H (I/IJ'II/I) MMPUKIIAAHOI'0 IMPOrpaMMHOTI0
O6€CH€‘-ICHI/I$I, paspa60TaHH0r0 C UCIIOJIB30BAHUEM MCTOAOB 3allIUIIICHHOI'O IMPOrpaMMUpPOBaHUA.

12. TexHuueckue Mephl 3alLUThI IEPCOHANBHBIX JAHHBIX PEaIU3YHOTCS IIOCPEACTBOM IPUMEHEHUS
CPEJICTB 3allUThl MHPOpMALMU, B TOM YHUCJIE MPOTrPAMMHBIX (IIPOrpaMMHO-alapaTHbIX) CPEACTB, B
KOTOPBIX OHU PeaM30BaHbl, MMEIOLINX HEOOX0IUMbIE (PYHKIIMH O€301MacCHOCTH.

[Ipu wucnonb3oBaHuMM B HWHGOPMALMOHHBIX CHCTEMax CEpTUGUIUPOBAHHBIX MO TpPeOOBaHUIM
0€301acCHOCTH MH(POPMAIIUU CPEACTB 3alUTHl HHPOPMALIUU:

B I/IH(l)OpMaHI/IOHHBIX cucremMax 1 YPOBHA 3allIMIICHHOCTU MEPCOHAJIBHBIX HTAHHBIX HPHUMCHSAIOTCA
cpeicTBa 3amMThl MH(popManuu He Hike 4 kimacca U 4 ypoBHA JIOBEpHUS, a TakKXKe CpelcTBa
BBIYHCIIMTENLHONM TEXHUKHU HE HIDKE 5 Kitacca;

(8 pex. IIpukaza ®CTOK Poccun ot 14.05.2020 N 68)

B MH(OPMAIIMOHHBIX CHCTEMaxX 2 YpPOBHS 3alIUIICHHOCTH MEPCOHANTBHBIX JAHHBIX MPUMEHSIIOTCS
CpelIcTBa 3amuThl WHGOpPMAMM HE HUXKE S5 Kilacca W 5 YpOBHS JIOBEpHs, a TakkKe CpeNcTBa
BBIUMCIIMTEIILHOM TEXHUKH HE HMKE 5 Kilacca,

(8B pex. IIpukaza ®CTOK Poccun ot 14.05.2020 N 68)

B MH(MOPMALMOHHBIX CHCTEMax 3 ypOBHS 3aIIUIICHHOCTH IMEPCOHAIBHBIX JAaHHBIX MPUMEHSIIOTCS
cpeicTBa 3amuThl MHPOpManuu 6 kiacca U 6 YpoOBHS JOBEpHUs, a TaKKe CPEJICTBA BBIYHUCIUTEIBHOM
TEXHHUKH He HIKE 5 Kilacca;

(8 pex. IIpukaza ®CTOK Poccunu ot 14.05.2020 N 68)

B MH(MOPMALMOHHBIX CHCTeMax 4 ypOBHS 3aIIUIICHHOCTH IMEPCOHANBHBIX JAaHHBIX MPUMEHSIOTCS
cpencTBa 3amuThl MHPOpManuu 6 kiacca U 6 YpoBHS JOBEpHsA, a TAaKXKE CPEJICTBA BBIYUCIHTEIBHOM
TEXHHUKH He HIDKE 6 Kilacca.

(B pex. IIpukaza ®CTOK Poccun ot 14.05.2020 N 68)

Kiaccrr 3aIIUTBl OMNPCACIIAIOTCA B COOTBCTCTBMM C HOPMATUBHBIMH IIPABOBBIMU AKTaMU,
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W3JJaHHBIMH B COOTBETCTBHM ¢ moanyHKTOM 13.1 mynkra 8 Ilonmoxxenus o PenepanbHOi cCiryxOe 1Mo
TEXHUYECKOMY U OKCIOPTHOMY KOHTPOJIIO, yTBepkKAeHHoro VYkaszoM IIpe3unenta Poccuiickoit
@enepanun ot 16 aBrycra 2004 r. N 1085.

YpoBHU [10BepHsl YCTAaHAaBIMBAIOTCA B COOTBETCTBUU C TpeOoBaHUSIMU 10 0OE€30MaCHOCTH
nH(pOpMaIINHY, YCTaHABIUBAIONIIMME YPOBHU JOBEPHS K CPEJCTBAM TEXHHUYECKOHN 3alIUThl HHPOPMAIIUU U
cpenctBaM obecrieueHUs] 0€30mMacHOCTH WHGOPMALMOHHBIX TEXHOJIOTH, YTBEP)KIECHHBIMH MPUKA30M
OCTIK Poccuu ot 30 uronst 2018 r. N 131 (3apeructpupoBan Muntocrom Poccuu 14 nosiops 2018 1.,
peructpanronHbiii N 52686).

(a63am BBeneH [pukazom @CTOK Poccun ot 14.05.2020 N 68)

Ilpu wucnonp3oBanun B WHGOPMAIMOHHBIX CHCTEMax CpPEACTB 3aIIUThl  MH(OpManuy,
CepTUPHUIMPOBAHHBIX 110 TPEOOBAHUAM 0€30NaCHOCTH WH(POPMAIINH, YKa3aHHBIE CPEJICTBA JOJDKHBI OBITh
CepTU(HUIMPOBAHBl Ha COOTBETCTBHE O00s3aTENbHBIM TPeOOBaHUSAM IO O€30macHOCTH HH(OPMALHUH,
YCTaHOBJICHHBIM HOPMAaTHBHBIMHU TPAaBOBBIMH aKTaMH, WIH TPeOOBAHMSIM, YKAa3aHHBIM B TEXHUYECKHX
yCIOBUSAX (3aJaHUSX 1O 0€30IaCHOCTH).

q)}IHKHI/II/I 0e3011acHOCTH CpCACTB 3alllUThI I/IH(i)OpMaHI/II/I JOJIXKHBI o0ecrneynBaTh BEIIOJHEHUE MEP
10 00eCIIeUeHUIO OS30IMaCHOCTH NEPCOHAJIBHBIX NAHHBIX, COACPKAIMIUXCA B HACTOAIICM JOKYMCHTC.

Ab63an yrpatui cuity ¢ 1 staBaps 2021 rona. - [Ipukaz @CTIK Poccun ot 14.05.2020 N 68.
(m. 12 B pen. Ilpukaza ®CTIK Poccun ot 23.03.2017 N 49)

13. Ilpu ucnonp30BaHUU B MH(OPMALMOHHBIX CHCTEMax HOBBIX MH()OPMAIIMOHHBIX TEXHOJIOTUN U
BBISIBIICHUM JIOTIOJIHUTEIBHBIX yrpo3 0O€30MacHOCTH MEPCOHAJIBHBIX JAaHHBIX, JUIS KOTOPBIX HE
OTpezieNieHbl MEPhI 00ecTeueHus] UX 0€30MacHOCTH, JOJIKHBI pa3pabaThIBaThCsI KOMIIEHCUPYIOIIHE MEphI
B COOTBETCTBUU C IIYHKTOM 10 HacTOSIIIEro JOKyMEHTA.

[Ipunoxxenue

K CocTaBy U COJIEpKaHUIO
OpTraHU3aIMOHHBIX U TEXHUYECKUX
Mep o o0ecTriedeHr o0 0e30MacHOCTH
MEPCOHATBHBIX JTAHHBIX MPU UX
00paboTke B HH(DOPMAITMOHHBIX
CUCTEMaX MEPCOHATBHBIX JaHHBIX

COCTAB U COOAEP>XXAHUE
MEP MO OBECIMNEYEHUIO BE3OMNMACHOCTU NEPCOHAJIbHbIX JAHHbIX,
HEOBXOAUMbIX AN OBECNEYEHUA KAXO0I0 U3 YPOBHEW
SAWLMNWEHHOCTU NEPCOHAJIbHbIX AAHHbLIX

YcnoBuoe | ComeprkaHue Mep 1Mo 00ECTICUEHUI0 OE30MaCHOCTH | YPOBHH 3aIUIIICHHOCTH
0003HaYeHHUE HePCOHABHBIX TAHHBIX HePCOHAIBHBIX TAHHBIX
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1 HOMeEp 4 3 2 1
MepbI

I. Unentudukanus u ayreHTU(GUKAIUSA CYOBEKTOB J0CTyNa U 00beKTOB fAoctyna (MAD)

NAD.1 Wnentuduxamnms u ayreHTH(UKanus | + + + +
[OJIb30BATENIEH,  SBIAIOIIUXCA  pabOTHUKAMU
oreparopa

NAD.2 Wnentudukanys u ayreHTU(GUKALUSA YCTPOUCTB, B + +
TOM YHCJ€ CTAallMOHAPHBIX, MOOWIBHBIX H
NOPTaTUBHBIX

NAD.3 VYupasnenue wuaeHTUdUKATOpaMyd, B TOM Yucie| + + + +
CO3/aHHUE, IIPUCBOEHHUE, YHUUYTOXEHHE
HUIEHTU(HUKATOPOB

NAD.4 VYnpaBieHue cpeAcTBaMu ayTeHTU(HUKAIUH, B TOM | + + + +

4ylyclle  XpaHEHWEe, BblJaya, WHHULIHAAIU3ALu,
0JIOKHpOBaHME CPEICTB  ayTeHTHU(PUKAUU U
OpUHATHE Mep B ciydae YyTpaTtel u  (WIH)
KOMITPOMETAIINH CPEJCTB ayTeHTH(PUKAINN

HAD.5 3amura oOpaTHOMI CBSI3U npu BBOIE| *+ + + +
ayTeHTU(UKANNOHHON MHPOPMAITUU

HNAD.6 Nnentuduxanms u ayreHTu(uKamms | + + + +
MOJIb30BaTENeH, HE SBIAIOMIMXCS pPAOOTHUKAMHU
orepaTopa (BHEIITHUX IOJIb30BaTENCH )

II. YnpaBnenue noctynoM cyObeKkToB gocTymna k oobekram goctyna (YIIJI)

VIIA.1 VYnpasnenue (3aBeneHue, akTuBamus, | + + + +
OJIOKUpOBaHME W  YHUYTOXEHHE)  YYETHBIMU
3alUCAMU II0JIB30BaTEICH, B TOM YHUCJIE BHEIIHUX
MOJIb30BaTENICH

VIIJI.2 Peanusamus HEOOXOINMBIX METOAOB| + + + +
(TMCKPEIMOHHBINA, MaHAATHBINA, POJICBON UM MHOU
METO/I), THIOB (YT€HHE, 3aIUCh, BBHIMOTHCHUE WU
WHOM TUT) U TIPABUII Pa3rpaHUUYCHUS JOCTYIA

YIIA.3 VYupasnenune  (puibTpanus, — mapumpyrusanus,| + + + +
KOHTPOJIb COGHHHCHHﬁ, OJIHOHAaIIpaBJICHHAA
nepegaya W HWHBIE  CIIOCOOBI  YIPABIICHHS)
UH(POPMALIMOHHBIMU IMOTOKaMu MEXIY
YCTPOHCTBaMH, CErMEHTaMu HH()OPMaIMOHHOMN
CHUCTEMBI, a TaKXke MEXAy HH(PpOpPMaIMOHHBIMU
CUCTEMaMH
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VIIJ1.4

Paznenenne momHoMounii (poJiei) moab30BaTENeH,
aIMUHHCTPATOPOB W  JIMI, OOECTIEUUBAIOILINX
byHKIMOHUpOBaHUE UH(OPMAITMOHHOW CUCTEMBI

VIS

Ha3znauenne mMuHUManbHO HEOOXOAMMBIX TPaB M
MPUBHWIETHI MOJIH30BATENSIM, aIMUHUCTPATOpaM H
aumnaM, obecreynBarOnMM — (QYHKIIMOHHUPOBAHUE
MHGOPMALIMOHHON CHCTEMBI

VL6

OrpaHquHHe HCYCIICIIHBIX IIOIBITOK BXOJda B
uHpOpMAlMOHHYIO ~ cHUCTeMy  (mocTyma K
UH(POPMALMOHHON CUCTEME)

YIIA.7

[Ipenymnpexnenue noap30BaTes IPU €ro BXOJE B
UHPOPMAIIMOHHYIO CHUCTEMY O TOM, 4YTO B
UH(POPMALIMOHHON CHCTEME pealn30BaHbl MEPHI 1O
obecnieueHno  0€30MaCHOCTH  MEPCOHAJIBHBIX
OaHHBIX, X O HEOOXOOHUMOCTH COOIIOACHUS
YCTaHOBJICHHBIX OIIEPATOPOM TMpaBUil 00pabOTKH
NEPCOHAIBHBIX TAHHBIX

VIIJL.8

OmnoBenieHrne MOJB30BATENS IOCJIE YCIEIIHOTO
BXOAa B HH(OPMAIIMOHHYIO CHCTEMY O €ro
HpeAbITYyIIeM BX0/ie B MH()OPMAIMOHHYIO CHCTEMY

VIIJI.9

OrpanuueHre 4Yuciaa NapajUIebHBIX CEaHCOB
JocTyma  JUisi  KaXIOM  ydeTHOM  3amucu
M0JIb30BaTENS] MHHOPMAITMOHHON CHCTEMBI

VIIJI.10

brokupoBanue ceaHca J0CTyIa B
MH(GOPMALIMOHHYIO CHCTEMY ocJie
YCTaHOBJIEHHOI'O BPEMEHU Oe3nencTBU
(HEaKTHBHOCTH) MOJIB30BATENS WU IO €r0 3a1pocy

VIIA.11

Pazpemienne (3amper) AEHCTBUN MOJIb30BATENEH,
pa3pelIeHHbIX 10 uaeHTuuKamu u
ayTeHTU(UKAIIUN

VIIJL.12

[Moxnepxka " COXpaHEHHE aTpuOyTOB
0e30macHOCTH (METOK 0e30macHOCTH), CBSI3aHHBIX
c wuHpOpMamuend B Tpolecce €€ XpaHCHUs W
00paboTku

VIIA.13

Peanu3anus 3aMIIEHHOr0 yJaJEHHOTO JIOCTYIa
CyOBEKTOB JocTyna K OOBEKTaM JOCTyNa 4epes
BHEIIIHUE MH(POPMALMOHHO-
TCJIICKOMMYHHUKAIIMOHHBIC CCTH
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VII[.14 |PernameHtanns H KOHTpOJIb HCIOJIB30BaHHA B| + + + +
UH(POPMALIMOHHOM cucreme TEXHOJIOTUH
OeCIpOBOTHOTO JAOCTYTIA

VIIZA.15 |PernaMeHtanuss ¥ KOHTPOJb HCIIOJIb30BaHUsA B| + + + +
UH(POPMALIMOHHOM cucreMme MOOMJIBHBIX
TEXHUYECKUX CPEICTB

VIII.16 VYnpanenue B3aNMOJEHCTBUEM c| + + + +
UH(POPMAITMOHHBIMU crCTEMaMH CTOPOHHUX
opraHu3anui (BHEIITHHE nH(pOpMaITMOHHBIC
CUCTEMBI)

VIIA.17 |ObecnieueHue JOBEPEHHOW 3arpy3Kd CpEACTB + +

BBIYMCIIMTEIIFHON TEXHUKHU

1. Orpanunuenue nporpammuoii cpenst (OIIC)

OIIC.1 YnpasneHue 3aIyCKOM (oOpareHusIMHA)
KOMIIOHEHTOB MPOTPAMMHOTO OOECIICUCHUS, B TOM
YHCclie ONpeJesieHre 3allyCKaeMbIX KOMIIOHEHTOB,
HACTpOIKa MapaMeTpoB 3amycka KOMIIOHEHTOB,
KOHTPOJIb 3a 3aIyCKOM KOMIIOHEHTOB
MPOrpaMMHOTO 00ecTieueHus

OIIC.2 VYmpasneHue YCTaHOBKOM (MHCTANISIECH) + +
KOMIIOHEHTOB MPOTPaMMHOr0 OOECIeUeHus, B TOM
Yuciie OMNpeesieHue KOMIIOHEHTOB, MOJIeXKalluX
YCTaHOBKE, HACTpoOilka NapaMeTpoB YCTAHOBKH
KOMIIOHEHTOB, =~ KOHTPOJIb 32  YCTAHOBKOH
KOMIIOHEHTOB MPOTrPaMMHOI0 00ecTIeyeHHsI

OIIC.3 VYcTaHoBKa (MHCTaUIALNA) TOJBKO Pa3peLIEHHOTO +
K HMCIIOJIB30BAaHHUIO MTPOrPaMMHOI0 00€CHeUeHUs U
(uy1K) ero KOMIOHEHTOB

OIIC 4 VYrpaBnenue BpeMEHHBIMU (DaiiiaMu, B TOM YHUCIIE
3ampeT, pa3pellieHue, IepeHanpaBlIeHUE 3allncH,
ylajeHue BpeMEeHHBIX (ailioB

IV. 3amuTa MamMHHBIX HOCUTENEH nepcoHanbHbIX JaHHBIX (3HU)

3HN.1 Y4yer MAaIIMHHBIX HOCUTENEH  IEePCOHAIBHBIX + +
JAHHBIX
3HI.2 VYipasneHue JOCTYIIOM K MAaIIUHHBIM HOCHUTEJISM + +

NEPCOHAIBHBIX TaHHBIX

3HI.3 KonTtposp mepemelieHrsi MallUHHBIX HOCUTENIECH
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MEePCOHATBHBIX JTAHHBIX 3a MpeIeIIb
KOHTPOJIUPYEMOM 30HbI

3HN.4

HckmroueHue BO3MOXHOCTH
HCCAHKITMOHHUPOBAHHOI'O O3HAaKOMJICHUSA C
COACPKAHUEM MEPpCOHAJIbHBIX JaHHBbIX,
XpaHAIIUXCd Ha MAIIMHHBIX HOCUTCIIAX, U (I/IJII/I)
HCIIOJIb30BaHUS HOCUTETICH MNEPCOHAJIBHBIX JJaHHBIX
B WHBIX I/IH(i)OpMaIII/IOHHI)IX cHuCTEMax

3HI.5

Kontponps wucnons3oBaHus uHTep(EHCcOB BBOjA
(BpIBOJA) WMH(GpOpPMAIMKA HA MAaUIMHHBIE HOCHUTEIN
HEePCOHAJIBHBIX JAHHBIX

3HHN.6

Kontpons BBOja (BbeIBoma) wuHGOpMAIMU Ha
MalIMHHBIC HOCUTCIN NCPCOHAJIBHBIX JaHHBIX

3HI.7

KoHTponb MOAKIIOYEHHS] MAIIMHHBIX HOCHUTEJIEH
HepCOHaHLHBIX JAHHBIX

3HI.8

YHUUYTOXKEHHE (CTHpaHHWE) WU 00e3TMYUBaHUE
MEPCOHANBHBIX JIAHHBIX HAa MAITUHHBIX HOCHUTEISIX
Opu HUX Tepeadye MexaAy TOJIb30BaTeIsIMU, B
CTOPOHHHE OpraHW3alUd Ul  PEMOHTA WIH
YTUIU3aldM, a TaKke KOHTPOIb YHUYTOXKCHUS
(cTupanust) unu 00€3TMUNBAHUS

V. Peructpanust coosiTuii 6ezonacHoctu (PCB)

PChb.1

Omnpenenenne coOBITHI 0€30MacHOCTH,
moJIC)KaAIUX perucTpanu, 1 CPpOKOB UX XPaHCHHUA

+

PCb.2

Omnpenenenue cocTaBa " cofiepKaHus
uHpopManuu 0  COOBITUSAX  OE30MacCHOCTH,
HOJISKAIIUX PErHCTPAiu

PCB.3

COop, 3anmch ® XpaHeHHEe HHPOpPMAIUH O
COOBITHAX Oe3omacHOCTH B TeUeHHe
YCTAHOBJICHHOTO BPEMEHH XpaHEHHS

PCb.4

PearupoBanue Ha cOOU MPU PETUCTPALIUU COOBITHIA
0C30MacHOCTH, B TOM UYHCJIE AalllapaTHbe U
mporpaMMHbIe OOk, cOOM B MexaHM3Max cOopa
uHpOpMAIlMK W JIOCTIDKEHHE Tpeneia  WIH
MEPEToTHeHUs 00beMa (EMKOCTH) aMsITH

PCb.5

MonuTtopuHr (TIPOCMOTpP, aHaNIHW3) pPE3yJIbTaTOB
perucTpanuu COOBITHIA Oe3omacHoCTH u
pearupoBaHHe Ha HUX
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PCb.6 ['enepupoBaHue BpPEMEHHBIX METOK M (WJIH)
CUHXpPOHM3AlMsl  CHCTEMHOTO  BPEMEHH B
HH()OPMAITMOHHOM CHCTEME

PCB.7 3amuTa nHGOpPMAIIH O COOBITUAX 0€30MaCHOCTH + + + +

VI. AutuBupycHas 3amuta (AB3)

AB3.1 Peannsanus aHTUBHPYCHOW 3aIUTHI + + + +
AB3.2 OOHoBIIEHHE 6a3bl JAHHBIX NPU3HAKOB | + + + +
BPEIOHOCHBIX KOMITBIOTEPHBIX porpamm
(BUpYCOB)

VII. O6napyxenne Bropxkenuii (COB)

COB.1 OO6HapyxeHue BTOPKEHUN + +

COB.2 OO6HoBIIeHHE 0a3bl pelaroIIUX MPaBHI + +

VIII. Kontposns (aHanu3) 3alMIIEHHOCTH EPCOHANbHBIX JaHHBIX (AH3)

AH3.1 BrisiBnenue, aHaJIn3 YS3BUMOCTEMN + + +
MHGOPMALIMOHHONW  CUCTEMBl U OIEpaTHUBHOE
YCTpaHEHHE BHOBB BBISIBICHHBIX YSI3BUMOCTEH

AH3.2 KoHTposib ycTaHOBKM OOHOBJICHHWH MpPOrpaMMHOTO| + + + +
oOecrieueHusl, BKJIIOUast O0OHOBJICHHE
IPOrpaMMHOI0 OOECNEYeHUs: CPEICTB 3allUThI
uHpOpMALIUU

AH3.3 Kontpons  paGortocnocoOHOCTH,  HapaMeTpoB + + +

HAaCTPONKU W MPaBUWIBHOCTH (YHKIIMOHUPOBAHUS
IPOTPaMMHOTO OOECTEeUYEeHUsI U CPEICTB 3aIIUTHI

uHbopMaluu

AH3.4 Kontponb  coctaBa  TEXHHYECKHX  CPEJCTB, + + +
MIPOTPaAMMHOTO OOECIIEYEHUsI M CPEICTB 3allUThHI
UHpOpMALIUU

AH3.5 KoHTponp mpaBwil reHepanud U CMEHBI Maposen + +

II0JIB30BATENICH, 3aBEICHUS U YJIAJCHUs YYETHBIX
3allUCEH  TOJB30BATENICH, pealu3aluu IPaBUII
pasrpaHUYEHUs JIOCTYIIA, IIOJIHOMOYM I
H0JIb30BaTeNNel B MH(MOPMALMOHHON crcTeMe

[X. O6ecniedeHne NENOCTHOCTH HHPOPMAIIMOHHOW CUCTEMBI U TIEPCOHAIBHBIX JaHHBIX

(OLJD)
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OLUL1

KonTpoib [EJIOCTHOCTH MIPOTPaMMHOTO
obecreueHus, BKJIFOUYas MPOrpaMMHOE
obecrieueHne CpeCTB 3alUThl HHPOPMAIUH

OLUL.2

KoHTposib 11€I0CTHOCTH NEepPCOHATBHBIX JaHHBIX,
cojiepKanuxcsi B 0azax JaHHBIX HHPOPMAIMOHHOMN
CUCTEMBI

OLJL3

OOecrieyeHre  BO3MOYKHOCTH  BOCCTAHOBJICHMS
IPOTrPaMMHOTO obecrieueHusl, BKJIIOYas
porpaMMHOE  OOCCIICYCHHE CPEJICTB  3allUThI
uHpOpMAaIlMK, TPH BO3HUKHOBEHHWU HEIITATHBIX
CUTyaIMi

OLUL4

OO6HapyxeHue U pearupoBaHUE Ha MOCTYIUICHHE B
WHPOPMAIIMOHHYIO CHCTEMY He3aIlpalinBaeMbIX
AJICKTPOHHBIX COOOIICHUH (THCEM, TOKYMEHTOB) U
WHOW  WHpOpMAIMU, HE  OTHOCALNUXCA K
GYHKIMOHUPOBAHUIO WH(GOPMAITMOHHOW CUCTEMBI
(3amuTa OT crama)

OLUL5

KonTtposnb coJlep>KaHus uH(popMalu,
nepenaBaeMoil 13 WHGPOPMAIMOHHON CHCTEMBI
(KOHTEHHEPHBI, OCHOBAaHHBIH Ha  CBOWCTBaX
o0bekTa jgoctyma, #  (WJIM)  KOHTEHTHBIMH,
OCHOBAHHBIIM Ha TMOUCKE 3alpelieHHON K mepeaaye
uHGOpPMAIIUU C UCTIOIB30BAaHUEM CHTHATYp, MAaCOK
U MHBIX METOJIOB), U UCKIIFOUEHUE HEIPaBOMEPHOM
nepenayn  MHPOpPMAIUU U3 HHPOPMAIMOHHOM
CUCTEMBI

OLUL6

OrpannyeHue ImpaB TMOJb30BaTeNel IO BBOAY
UHpOpMaLKU B UHHOPMAIIHIOHHYIO CHCTEMY

OLUL7

KOHTpOJ'IB TOYHOCTH, IIOJIHOTBI M IMPABHUIIBHOCTHU
JaHHBIX, BBOOJUMBbIX B I/IH(I)OpMaI_[I/IOHHy}O CUCTEMY

OLUL.8

KoHTponb ommOOYHBIX JEHCTBUI TOJB30BaTENCH
no BBOAy U (WIM) Imepenade MEpPCOHAIbHBIX
JAHHBIX W TPEAYNPEKICHHE IOIb30BaTeae 00
OIIMOOYHBIX JECHCTBUIX

X. Ob6ecrneuenune JOCTYMHOCTH NepcoHanbHBIX JaHHBIX (OJ[T)

OJIT.1

Hcnons3oBaHne OTKAa30yCTOMYMBBIX TEXHUYECKHUX
CPEICTB

OJIT.2

PesepBupoBanue TEXHUYECKUX CpEICTB,
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MIPOrPaMMHOTO O0€CIIeYeHHs, KaHAJIOB IepeIadun
uHbOpMaIuy, CpEICTB obecrieueHus
G YHKIMOHUPOBaHUS WH(DOPMAITMOHHON CHCTEMBI

O/T.3

Kontpons  6e30Tka3HOTO  (PYHKIIMOHUPOBAHHS
TEXHHUYECKHX CpPEACTB, oOHapy)XeHHe "
JOKamu3alst  OTKa30B  (PYHKIIMOHWUPOBAHMUS,
NPUHATHE MEP MO BOCCTAHOBJICHUIO OTKA3aBIINX
CpC€aACTB U UX TECTUPOBAHUC

OJIT .4

HepI/IOI[I/I‘IeCKOC PE3CPBHOC KOIIMPOBAHUC
MNEPCOHAJIBHBIX AAHHBLIX Ha PE3CPBHLIC MAIIMHHBIC
HOCHUTCIIU IICPCOHAJIBHBIX JaHHBIX

OJIT.5

ObecrnieueHne  BO3MOXKHOCTH  BOCCTAHOBJICHUS
MEPCOHAIBHBIX JAHHBIX C PE3EPBHBIX MAIIMHHBIX
HOCHUTEJICHl MEepCOHAJIbHBIX JaHHBIX (PE3EPBHBIX
KOIWW) B TEYEHUE YCTAHOBJIECHHOTO BPEMEHHOTO
WHTEpBaja

XI. 3amura cpenpl BupTyanusauuu (3CB)

3CB.1

Unentuduxanuss u ayreHTU(UKAIMS CYOBEKTOB
JIocTyna ¥ OOBEKTOB JOCTyNma B BHPTYaJbHOU
UH(]pacTpyKType, B TOM 4YHUCIIE aIMHUHHCTPATOPOB
YIIPaBIICHUS CPEACTBAMU BHPTYAIN3ALUN

3CB.2

VYnpaBieHue JOCTYNIOM CYOBEKTOB JAOCTyHa K
o0BeKTaM JocTyna B BUPTYaJIbHOU
uHppacTpykType, B TOM  4YHCIE€  BHYTpHU
BUPTYaJbHBIX MAIINH

3CB.3

Peructpanus COOBITUI 0e30macHOCTH B
BUPTYyaJIbHON HHPACTPYKType

3CB.4

Vnpasinenune  (puabrpammsa, — MapHipyTH3alMs,
KOHTPOJIb COEJIMHEHUS, OJIHOHAIIPABJICHHAs
nepefaya) MOTOKAaMH  HMHGOpPMAIMM  MEXIY
KOMIIOHEHTaMHU BHUPTYaJIbHOM MHPPACTPYKTYypHI, a
TaKxe 1o [IEPUMETPY BUPTYAJILHOU

UHPPACTPYKTYPHI

3CB.5

JloBepeHHasi 3arpys3ka CepBEpOB BUPTYyaJIH3alluHy,
BUPTYaJIbHONH MalInHbl (KOHTEHHepa), cepBepoB
yIpaBiIeHUs BUPTyalu3alnuen

3CB.6

VYrpaBneHue nepeMeneHueM BUPTYAJIbHBIX MaIINH
(koHTEITHEPOB) ¥ 00pabaTbIBa€MbIX Ha HHUX
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JaHHBIX

3CB.7 KonTpons L[E€JI0CTHOCTH BUPTYaJIbHON + +
HHOPACTPYKTYPHI U €€ KOHPUTyparui

3CB.8 PezepBHOE KOMTMpOBaHUE JaHHBIX, PE3EPBUPOBAHUE + +
TEXHUYECKHUX CpPE/CTB, POTPaMMHOTO
oOecrieyeHHs] BUPTYaJIbHOM HH(QPACTPYKTyphl, a
TaK)KE€ KaHAJIOB CBSI3M BHYTPH BUPTYaJIbHOU

UHPPACTPYKTYPHI

3CB.9 Peamuzanmss u  ymnpaBieHHME ~— aHTUBUPYCHOM + + +
3aIllUTON B BUPTYaJIbHONH HHPPACTPYKTYpE

3CB.10 PazOuenne BHUpTyanbHOW MHQPACTPYKTYphl Ha + + +
CErMEHTHI (cermMeHTUpOBaHME BUPTYaJIbHON
UHPPACTPYKTYpbI) i1 00pabOTKH MEPCOHATBHBIX
JAHHBIX OTACIBbHBIM TMOJb30BaTEIEM | (MJIN)
TPYIIION I0JIb30BaTENICH

XII. 3anmura Texaundeckux cpeacts (3TC)

3TC.1 3ammra uHpopmauu, oOpabaTbiBaeMoi
TEXHUYECKHUMHU CPEJICTBAMH, OT €€ YTEYKH IO
TEXHUYECKUM KaHaJlaM

3TC.2 Opranuzanys KOHTPOJIMPYEMOM 30HBI, B IIpeaeIax
KOTOPOW MOCTOSIHHO Pa3MEIIAal0TCsl CTalllOHApHBIE
TEXHUUYECKNE CpeJCTBa, oOpabaTsIBaroLIe
nH(}OpMAIINIO, U CPECTBA 3aIUTH HHMOPMAIIIH, a
TaKXe CpesIcTBa obecrieueHus (PyHKIIMOHUPOBAHUS

3TC.3 KoHTposnb u ynpasnenue Gu3ndeckum J0CTyNoM K | + + + +
TCXHUYCCKHUM CpCACTBaM, CpCACTBaAM 3allIWUTHI
uH(dopmanuu, cpeacTBam obecrieueHus

(YHKIMOHUPOBAHUS, a TakXKe B IOMEIICHHUS U
COOPY)KEHMs, B KOTOPBIX OHHM YCTAHOBIIEHBI,
UCKIIIOYAoIue HECAaHKI[MOHUPOBAHHbIN
bu3MYeCKUii JOCTYIm K CpelacTBaM 0o0pabOTKH
UHPOPMALINHU, CPEACTBAM 3aIIUTHl WHPOPMAIUU U
cpeacteaM  obecredyeHuss  (PyHKIMOHMPOBAHUSA
UHQOPMALIMOHHON CHUCTEMBI, B TOMEIIEHUS U
COOPYKEHMsI, B KOTOPHIX OHU YCTaHOBJIEHBI

3TC.4 Pa3memienne yctpoilcTB BbIBojga (OoTOOpakeHus)| + + + +
UHpOpMaLuy, UCKIIIOYaroliee ee
HECAHKIIMOHUPOBAHHBIN TPOCMOTP
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3TC.5 3ammTa OT BHEIIHUX BO3CHCTBHI (BO3AeilCTBHIA
OKpYyXaromieu Cpenbl, HECTaOMIIBHOCTH
9JIEKTPOCHAOKEHNs, KOHAULMOHUPOBAHUS M MHBIX
BHEIIHUX (PaKTOPOB)

XIII. 3ammTa nHPOPMAIIMOHHON CUCTEMBI, €€ CPEIICTB,
CUCTEM CBsI3U U nepeaaun AanHbix (3UC)

3UC.1 Paznenenne B WHGOPMAIIMOHHOW  CHCTEME +
(GyHKIMI 10 ynpaBieHHIO (aAMUHUCTPUPOBAHUIO)
nHGOPMaLIMOHHON CUCTEMOH, YIIPaBICHUIO
(aAMUHUCTPUPOBAHUIO) CHUCTEMOM 3alIUThI
MEPCOHANBHBIX JaHHBIX, (PyHKIUNA 1O 00paboTkKe
MEPCOHANBHBIX ~ JaHHBIX W  WHBIX  (QyHKOWN
WHGOPMAIIMOHHON CHCTEMBI

3UC.2 [IpenoTBpamieHue 3aA€pK KU WIA [PEPHIBAHUS
BBITIOJIHCHUS MPOLECCOB C BLICOKHUM IMPUOPUTCTOM
CO CTOPOHBI IPOLIECCOB C HU3KUM NPUOPUTETOM

31C.3 ObecrieueHne 3amUThl MEPCOHANBHBIX JAHHBIX OT| + + + +
PACKpBITHS, MOAN(DUKAIINN U HaBSI3bIBAaHUA (BBOAA
J0XkHON  wmHoOpMamuu) TpU  ee  Tepepaye
(moAroTOBKE K Tepenade) IO KaHalaM CBS3H,
UMEIOIIMM BBIXOJ 32 MpeNesbl KOHTPOIUPYEMOH
30HBI, B TOM 4HCJIe OECTIPOBOIHBIM KaHAJIAM CBS3H

31UC.4 ObecnieueHne JOBEPEHHBIX KaHaja, Mapuipyra
MEXIY aJMHUHHUCTPATOPOM, IOJb30BATENEM U
cpeacTBaMu 3amuThl uHpopManyu ((QyHKIHIMA
0€3011aCHOCTH CPEJCTB 3aIUThl HH(OpMAaIK)

3UC.5 3anper HECaHKLMOHUPOBAHHON yaneHHOU
aKTUBAIlUM BHJEOKaMEp, MUKPO(DOHOB M HHBIX
nepu@epuiiHbIX  YCTPOWCTB, KOTOpPbIE  MOTYT
aKTUBHUPOBATbCA  yNAJ€HHO, M  OIOBELICHHE
[0JIb30BaTeNe 00 aKTUBALIMU TAKUX YCTPONCTB

3UC.6 Ilepenaua W KOHTPONb IEIOCTHOCTH aTPUOYTOB
0e30macHOCTH (METOK 0€30MacHOCTH), CBSI3aHHBIX
C TIEpCOHAIBHBIMU JaHHBIMHU, TIPH OOMEHE UMH C
WUHBIMH HH()OPMAIIMOHHBIMHI CUCTEMAMU

3UC.7 KoHTponb CaHKIMOHMPOBAaHHOIO M HCKIIOYEHHE
HECaHKIIHOHUPOBAaHHOTO UCTIOJIB30BAHUS
TEXHOJIOTUH MOOWMJIBHOTO KOJa, B TOM YHCIE
perucTparus COOBITHH, CBSI3aHHBIX c
HCIIOJIb30BAHMEM TEXHOIOIMH MOOMIILHOTO KOAa,
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nUX aHalIn3 Hu peaerOBaHI/Ie Ha HapymeHHH,
CBA3aHHBIE C  HCIOJB30BAHHEM  TEXHOJOTHI
MOOWJIBHOIO KOJa

31C.8 KoHTponb CaHKUMOHMPOBAaHHOIO M HCKIIOYEHHE
HECaHKITMOHHUPOBAHHOT'O HCIIOIB30BaHuUs
TEXHOJOTHI TIepenadyd pedd, B TOM UHUCIIC
perucTpanus COOBITHH, CBSI3aHHBIX c
UCIIOJIb30BAaHUEM TEXHOJIOTHHA TIepeaddl pedd, UX
aHalMM3 M pearupoBaHWE Ha  HapYIICHHS,
CBSI3aHHBIE C  HCHOJIB30BAHMEM  TEXHOJIOTUI
nepeaavyy peuu

3UC.9 KoHTposib CaHKIIMOHMPOBAHHOW W HCKIIOYCHUE
HECaHKIIMOHUPOBAHHON nepenayn
BUJcoMH(DOpPMAIIK, B TOM YHCIIE PETUCTPALHS
COOBITHH, CBsI3aHHBIX C nepenayen
BUJIcOMH(DOPMAIINH, UX aHAIHM3 U pearnpoBaHUe HA
HapYIICHUS, CBsI3aHHBIE c nepenayeit
BUJIcOUH(pOpMaLK

3UC.10 [loaTBepkeHHEe  TPOUCXOXKICHUS  UCTOYHHUKA
nHdopMaIuu, MoJTy4aeMoi B rporiecce
OTpEJICIICHUs] CETEBBIX aJpecoB IO CETEBBIM
MMEHAM WM ONPENIEJeHUs CETEeBBIX HMMEH II0
CETEBBIM aJpecam

3UC.11 O0ecnieueHyre MOJJIMHHOCTH CETEBBIX COENUHEHUI + +
(ceaHcOB B3aMMOJCHCTBUSA), B TOM YHCIIE JIA
3aIUTBI  OT TIOJIMEHBI CETEBBIX YCTPOHCTB H
CEPBUCOB

3UC.12 Uckmrouenue BO3MOKHOCTH OTpPULIAHUS
moJjib30BatTesieM (pakTa OTIPABKH IEPCOHATBHBIX
JAHHBIX JIPYTOMY MOJIH30BATEIIO

3UC.13 Hckmrouenue BO3MOKHOCTH OTpPHIIAHUS
nosip3oBatesieM (hakTa TMOTYYeHHS MEPCOHATbHBIX
JIAHHBIX OT JAPYTOTO MOJIb30BATES

3UC.14 Hcnons3oBanne YCTPOUCTB TEPMHUHAIBLHOTO
JOCTYyTIA JUTIsl 00pabOTKH MEePCOHATBHBIX JaHHBIX

3UC.15 3amura ApXHUBHBIX ¢aiinos, napameTpoB + +

HACTPOMKH CpPEICTB 3allUThl HHPOpMAIUU U
MPOrPaMMHOTO OOCCIICUCHUSI M WHBIX JIAHHBIX, HE
MOJJIeKAIUX U3MEHEHHIO B Tpoliecce 00paboTKu
MEPCOHAIBHBIX TAHHBIX
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3UC.16

BrisBnenne, aHanmu3 U OJOKUpOBaHWE B
WHGOPMAIIMOHHONH CHUCTEME CKPBITHIX KaHaJoOB
nepegaun mHGOpMAIMKU B 00XOJ] peaTn30BaHHBIX
ME€p UWIM BHYTPH  pa3pelIEHHBIX  CETEBBIX
POTOKOJIOB

3UC.17

PazOuenne  WHPOPMAIMOHHOW  CHCTEMBI  Ha
CerMEHTHl (CETMEHTUPOBaHUE WH(POPMAIIMOHHON
CHUCTEMBI) W oOOecIieueHue 3alUThl TIEPUMETPOB
CErMEHTOB MH()OPMALIMOHHON CUCTEMBI

3UC.18

Ob6ecrieuenue 3arpy3Ku u WCTIOJTHEHUS
NpOrPaMMHOTO  OOECTeUeHHsT C  MAaIlUHHBIX
HOCUTEIIEN MNEPCOHAJIBHBIX JAaHHBIX, AOOCTYIIHBIX
TONBKO JJIi YT€HHUSA, U KOHTPOJb IEIOCTHOCTH
JAHHOTO ITPOTrPAMMHOTO OOSCTICUCHUS

3UC.19

Wzomsiiust porieccoB (BBIMIOJTHEHUE MPOTPaMM) B
BBIJICIICHHOW 00JIACTH MaMsTH

3UC.20

3ammura OecrpOBOTHBIX COCIMHECHU,
MPUMEHSEMbIX B UH()OPMALIMOHHON CUCTEME

XIV. BbIsiBIICHUE MHLHICHTOB U PEarupoOBaHUE HA H

ux (MHLI)

MHIL1

Onpez(eneHI/Ie JIUL, OTBCTCTBCHHBIX 3a BBIABJIICHHC
HHIOUJACHTOB U pCarupoOBaHC Ha HUX

WHIL.2

OOHapyxeHue, HMACHTU(UKALUS U PErucTpanus
WHIIUJICHTOB

WHIL3

CBoeBpeMEHHOE nH(POPMHUPOBAHNE 1,
OTBETCTBCHHBIX 32 BBIABICHWE WHIUACHTOB U
pcearupoBaHuC Ha HHX, (6] BO3HHMKHOBCHUU
WHIOUACHTOB B  HMHPOPMAIMOHHOM  CHCTEMe
MMOJIB30BAaTCIIsIMU U aIMUHUCTPATOpAMU

WHIL.4

Anamms HHIOUACHTOB, B TOM YHUCJIC OIPCACIICHUC
HCTOYHUKOB n MNpHUYUH BO3HHUKHOBCHUA
HMHIOUACHTOB, a TAK)XKC OIICHKA X HOCJ'IC,Z[CTBPIFI

WHILS

[IpunsTe Mep MO YCTPaHEHHUIO NOCIEACTBHUM
UHIIUJCHTOB

WHIL6

[TnanupoBanue u MIPUHSTHE Mmep 1o
NPEeAOTBPALIEHUIO TOBTOPHOIO  BO3HUKHOBEHUS
UHIUICHTOB

XV. Yapasnenue koHpurypamueit HHQOpMaIMOHHON CUCTEMbI U CUCTEMBI 3aITUTHI
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nepcoHanbHbIX JaHHBIX (YK®D)

YK®.1 Omnpenenenue auL, KOTOPbIM pa3pelieHbl 1eUCTBUS + + +
0 BHECEHUIO M3MEHCHHH B KOH(MUTypaunuio
UHPOPMALMOHHON CHCTEMBI W CHUCTEMBI 3aIIUTHI
HePCOHAIBHBIX TAHHBIX

YK®.2 VYupasienue MU3MEHEHUsIMU KOH(UTypauu + + +
MH()OPMAIIMOHHONW CHCTEMBI M CHCTEMBI 3aIHUThI
NePCOHATBHBIX JAHHBIX

VK®.3 Ananus MNOTEHIIMAIBHOTO BO3JICUCTBUSA + + +
IUTAHAPYEMBIX ~W3MCHCHWH B  KOH(UTYpaIHH
WHPOPMAIIMOHHONW CHUCTEMBI M CUCTEMBI 3aIlUTHI
MEPCOHAJIBHBIX JAaHHBIX Ha OOECTICUCHHE 3alllUThI
MEPCOHATBHBIX JTAHHBIX u COrJIacOBaHUE
W3MEHEHUH B KOH(pUTrypanuu WHOOPMAIMOHHOMN
CUCTEMBI C JIOJDKHOCTHBIM JHUIIOM (paOOTHUKOM),
OTBETCTBECHHBIM 3a oOeclieyeHrne Oe30MacHOCTU
MEPCOHANTBHBIX JaHHBIX

YK®.4 JoxymentupoBanre wuHpopManuu (TaHHBIX) 00 + + +
U3MEHEHHUAX B KOH(UTYpauuu HHGOOPMAIMOHHOU
CUCTEMbl M CHCTEMBI 3alllUThl MEPCOHAIBHBIX
JTAaHHBIX

"+" - mepa mo obecrieueHN0 0€30MaCHOCTH MEPCOHATBHBIX JIAHHBIX BKIIIOYEHA B 0a30BbIM HAOOp
Mep ISl COOTBETCTBYIOIIETO YPOBHS 3AIUIIICHHOCTH MTEPCOHANBHBIX TaHHBIX.

Mepsl o obecrieueHHI0 O€30MAaCHOCTH TIEPCOHAIBHBIX JaHHBIX, HE 00O03HAYCHHBIC 3HAKOM '+,
NPUMEHSIOTCS TP afanTainuy 0a30Boro Habopa Mep M YTOUHEHUH aJanTHpPOBAaHHOrO 0a30BOro Habopa
Mep, a TakXke NMpH pa3paboTke KOMIEHCHPYIOIIUX MEp M0 00eCHeYeHNI0 Oe30MacHOCTH MEPCOHANBHBIX
JTaHHBIX.
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